TRUONG DAI HOC NHA TRANG
KHOA CONG NGHE THONG TIN
BO MON MANG MAY TiNH VA TRUYEN THONG

PE CUONG HQC PHAN
1. Thong tin vé hoc phan:
Tén hoc phén:

- Tiéng Viét: AN TOAN MANG

- Tiéng Anh: NETWORK SERCURITY
Mai hoc phan: NEC355 S6 tin chi: 3(2-1)

Dbao tao trinh do: Pai hoc/Cao déng
Hoc phan tién quyét: Kién trac may tinh, Mang may tinh
2. M ta téom tat hoc phan:

Hoc phan trang bi kién thirc téng quan vé an ninh hé t,héng thong tin nd1 chung, an
ninh mang noi riéng. Cac hinh thirc tan cong va bién phap doi pho. Cac bién phap ky thuat
dé xay dung va dam bao mot hé thong mang hoat dong 6n dinh, an toan
3. Muc tiéu:

Giup sinh vién c6 du kién thtrc va ky nang can thiét trong danh gia an ninh h¢ théng
mang dang ton tai, dua ra cac gidi phap khac phuc, cling nhu thiét ké mot hé thong mang
dam bao an ninh;.

4. Két qua hoc tip mong doi (KQHT): Sau khi hoc xong hoc phan, sinh vién c6 thé:

a) Danh gia tinh an toan cua mét hé théng mang ,

b) Hi€u cac hinh thire tan cong mang va Nam céc k§ thuat phong chong

¢) bam bao dugc an toan cac thi€t bi mang

d) Xay dung dugc mot hé thong mang 6n dinh, an toan
5. N¢i dung:

5.1. Noi dung Iy thuyét

L Nham dat So tiet
STT Chuong/Chu deé KQHT T H
1 | Tong quan vé an toan hé thong va an ninh mang a,b 5

1.1 | Khai niém vé an toan hé théng va an ninh mang
1.2 | Cac mdi de doa va nguy co

1.3 | C4c hinh thiic tin cdng trén mang

1.4 | Phan mém ¢ hai

1.5 | Yéu cau mot hé thong mang an toan

2 | An toan cac thiét bi mang a,b,c,d 5
2.1 | An toan cac diém truy cap tang 1 trong md hinh OSI
2.2 | An toan cac diém truy cap tang 2
2.3 | An toan cac diém truy cap tang 3




2.4 | An toan cac diém truy cap tang 4 tro 1én
3 | Gia c6 hé thong a,b,c,d 5
3.1 | Khai niém
3.2 | Gia c6 hé diéu hanh va h¢ diéu hanh mang
3.3 | Gia c6 tmg dung mang
3.4 | Chinh sach an ninh mang
3.5 | Cac budc diéu tra xam nhap
4 | Cin ban vé mat ma a,b,d 5
4.1 | Khai niém
4.2 | Cac giai thuat co ban
4.3 | Ung dyng ctia mat mi
4.4 | Ha tang khoa cong khai
4.5 | Quan ly khoa va ching chi s6
5 | An toan trong truyén théng a,b,d 5
5.1 | Céc giao thuc truy cap tur xa
5.2 | Cac giao thurc truy cap lién mang
6 | Cac moé hinh an toan mang a,b,c,d 5
6.1 | DMZ
6.2 | VLAN
6.3 | NAT-PAT
5.2. Noi dung thuc hanh
Nham S6 tiét
STT Bai thyc hanh dat
‘ KQ.HT LT TH
L | phan tich cac k¥ thut do tham hé théng a,b 4
2 . .
Phan tich k¥ thuat tdn cong trong mang LAN a,b,c 4
3 A ’ A A1~ A A A \ . Ja
Phan tich mdt s6 k¥ thuat tan cong vao giao thirc TCP a,b,c 4
4 A ’ A A1~ A A A \ . ,
Phan tich mdt s6 k¥ thuat tan cong vao giao thirc DNS a,b,c 4
S :
Xay dung tuong Iura tich hop voi Pfsense a,b,c,d 4
6 Xay du:ng hé théng phat hién va ngin chin xam nhap ab.cd 10
mang v&1 Snort

6. Tai liéu day va hoc:




Mouc dich
Ndm Nha Dia chi su dung
STT Tén tac gia Tén tai liegu | xuat < .. | khaithac | T3j
. xudt ban e e Tham
ban tai liéu lidu
: khao
chinh
1 |Mai Cuong Tho Bai giang An | 2018 E-Learning | X
toan Mang NTU
2 |Nguyén Chién Trinh |An ninh mang | 2016 |Hoc vién | E-Learning X
vién thong BCVT |NTU
3 |John E. Canavan Fundamentals | 2015 E-Learning | X
of  Network NTU
Security
4 | Chris McNab Network 2017 |O’reilly |E-Learning X
Security NTU
Assessment
V3
S Joseph Migga Rizza | Computer 2005 |Springer |E-Learning
Network NTU X
Security
7. Panh gia két qua hoc tip:
STT Hinh thirc ddnh gia Nham dat Trong s6 (%)
KQHT
1 | Céc lan kiém tra giita ky
Lan 1: Kiém tra thuc hanh bai 1,2,3 a,b,cd 40
Lan 2: Kiém tra thuc hanh bai 4,5,6
3 | Chuyén can/thai do 10
4 | Thi két thic hoc phan a,bcd 50
- Hinh thue thi: Trac nghiém
pé mé: [ Dé dong:
GIANG VIEN BIEN SOAN
TRUONG KHOA/VIEN TRUONG BO MON

(Ky va ghi ho tén)

(Ky va ghi ho tén)




